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(iv) Individuals possessing appro-
priate DOE security clearance or ac-
cess authorization who have been given
written authority by their employers.

(2) Confidential matter may be trans-
ported by one of the methods set forth
in paragraph (d)(1) of this section or by
U.S. first class, express, or certified
mail.

(e) Telecommunication of classified in-
formation. There shall be no tele-
communication of Restricted Data un-
less the secure telecommunication sys-
tem has been approved by the DOE.

(f) Telephone conversations. Classified
information shall not be discussed over
the telephone.

§ 1016.34 Accountability for Secret Re-
stricted Data.

Each permittee possessing documents
containing Secret Restricted Data
shall establish a document account-
ability procedure and shall maintain
records to show the disposition of all
such documents which have been in his
custody at any time.

§ 1016.35 Authority to reproduce Re-
stricted Data.

Secret Restricted Data will not be re-
produced without the written permis-
sion of the originator, his successor, or
high authority. Confidential Restricted
Data may be reproduced to the mini-
mum extent necessary consistent with
efficient operation without the neces-
sity for permission.

§ 1016.36 Changes in classification.
Documents containing Restricted

Data shall not be downgraded or de-
classified except as authorized by DOE.
Requests for downgrading or declas-
sification shall be submitted to the
DOE Operations Office administering
the permit; or U.S. DOE, Washington,
DC 20545, Attention: Office of Classi-
fication. If the appropriate authority
approves a change of classification or
declassification, the previous classi-
fication marking shall be canceled and
the following statement, properly com-
pleted, shall be placed on the first page
of the document:

Classification canceled (or changed to)
llllllllllllllllllllllll
(Insert appropriate classification)
by llllllllllllllllllllll

(Person authorizing change in classification)
by llllllllllllllllllllll
(Signature of person making change and date
thereof)

Any persons making a change in classi-
fication or receiving notice of such a
change shall forward notice of the
change in classification to holders of
all copies as shown in their records.

§ 1016.37 Destruction of documents or
material containing Restricted
Data.

Documents containing Restricted
Data may be destroyed by burning,
pulping, or another method that
assures complete destruction of the in-
formation which they contain. If the
document contains Secret Restricted
Data, a permanent record of the sub-
ject, title, report number of the docu-
ment, its date of preparation, its series
designation and copy number, and the
date of destruction shall be signed by
the person destroying the document
and shall be maintained in the office of
the last custodian. Restricted Data
contained in material, other than docu-
ments, may be destroyed only by a
method that assures complete oblitera-
tion, removal, or destruction of the Re-
stricted Data.

§ 1016.38 Suspension or revocation of
access authorization.

In any case where the access author-
ization of an individual subject to the
regulations in this part is suspended or
revoked in accordance with the proce-
dures set forth in 10 CFR part 710, such
individual shall, upon due notice from
DOE of such suspension or revocation
and demand by DOE, deliver to DOE
any and all Restricted Data in his pos-
session for safekeeping and such fur-
ther disposition as DOE determines to
be just and proper.

§ 1016.39 Termination, suspension, or
revocation of security facility ap-
proval.

(a) If the need to use, process, store,
reproduce, transmit, or handle classi-
fied matter no longer exists, the secu-
rity facility approval will be termi-
nated. The permittee may deliver all
Restricted Data to the DOE or to a per-
son authorized to receive them; or the
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permittee may destroy all such Re-
stricted Data. In either case, the facil-
ity must submit a certification of non-
possession of Restricted Data to the
DOE.

(b) In any instance where security fa-
cility approval has been suspended or
revoked based on a determination of
the DOE that further possession of
classified matter by the permittee
would endanger the common defense
and national security, the permittee
shall, upon notice from the DOE, im-
mediately deliver all Restricted Data
to the DOE along with a certificate of
nonpossession of Restricted Data.

§ 1016.40 Termination of employment
or change of duties.

Each permittee shall furnish prompt-
ly to DOE written notification of the
termination of employment of each in-
dividual who possesses an access au-
thorization under his Permit or whose
duties are changed so that access to
Restricted Data is no longer needed.
Upon such notification, DOE may:

(a) Terminate the individual’s access
authorization, or

(b) Transfer the individual’s access
authorization to the new employer of
the individual to allow continued ac-
cess to Restricted Data where author-
ized, pursuant to DOE regulations.

§ 1016.41 Continued applicability of
the regulations in this part.

The expiration, suspension, revoca-
tion, or other termination of a security
clearance or access authorization or se-
curity facility approval shall not re-
lieve any person from compliance with
the regulations in this part.

§ 1016.42 Reports.
Each permittee shall immediately re-

port to the DOE office administering
the permit any alleged or suspected
violation of the Atomic Energy Act of
1954, as amended, Espionage Act, or
other Federal statutes related to Re-
stricted Data. Additionally, the per-
mittee shall report any infractions,
losses, compromises, or possible com-
promise of Restricted Data.

§ 1016.43 Inspections.
The DOE shall make such inspections

and surveys of the premises, activities,

records, and procedures of any person
subject to the regulations in this part
as DOE deems necessary to effectuate
the purposes of the Act, E.O. 12356, and
DOE orders and procedures.

§ 1016.44 Violations.
An injunction or other court order

may be obtained prohibiting any viola-
tion of any provision of the Act or any
regulation or order issued thereunder.
Any person who willfully violates, at-
tempts to violate, or conspires to vio-
late any provision of the Act or any
regulation or order issued thereunder,
including the provisions of this part,
may be guilty of a crime and upon con-
viction may be punished by fine or im-
prisonment, or both, as provided by
law.
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AUTHORITY: 42 U.S.C. 2168; 28 U.S.C. 2461
note.

SOURCE: 50 FR 15822, Apr. 22, 1985, unless
otherwise noted.

§ 1017.1 Purpose and scope.
(a) This part contains regulations of

the Department of Energy (DOE) im-
plementing section 148 (42 U.S.C. 2168)
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